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PUBLIC NOTICE

Federal Communications Commission News Media Information 202 / 418-0500

445 12t St., S.W. Internet: http://www.fcc.gov
Washington, D.C. 20554 TTY: 1-888-835-5322
DA 17-1029

Released: October 19, 2017

PUBLIC SAFETY AND HOMELAND SECURITY BUREAU ENCOURAGES VOLUNTARY
ADOPTION OF NETWORK RELIABILITY BEST PRACTICES BY SMALL AND RURAL
SERVICES PROVIDERS

The Federal Communications Commission’s (FCC or Commission) Public Safety and Homeland
Security Bureau (Bureau) encourages small and rural communications service providers to review and
consider implementing, where appropriate, best practices recommended by the Communications Security,
Reliability, and Interoperability Council (CSRIC), a federal advisory committee to the FCC,* to improve
network reliability.

Network reliability and resiliency is essential to ensure that all consumers, public safety entities,
and small businesses have access to reliable and secure communications, especially during disasters and
emergencies. Since its inception, CSRIC has identified over a thousand best practices to improve the
reliability of communications networks.?

As part of the Commission’s ongoing efforts to support small and rural providers, the Bureau has
reviewed the CSRIC best practices and outage data from the Commission’s Network Outage Reporting
System (NORS)? to identify trends and common failures among outages experienced by small and rural
service providers.* This process identified 23 of the most recurring best practices (see Appendix)
reported in NORS outage reports during the last five years as filed by small and rural communications
providers. Providers cited these best practices in their final reports as ones which may have helped to
prevent such outages had they been implemented. The Bureau encourages small and rural
communications services providers to review and consider these 23 best practices along with other
CSRIC best practices as appropriate for their networks.

These 23 best practices do not reflect an exhaustive list of applicable best practices as small and
rural communications providers may implement other best practices not reflected in this list. We
welcome any feedback from small and rural providers about these best practices. For further information,
contact Jennifer Holtz, Deputy Division Chief, Cybersecurity and Communications Reliability Division,

L FCC, Communications Security, Reliability, and Interoperability Council, https://www.fcc.gov/about-fcc/advisory-
committees/communications-security-reliability-and-interoperability-council-0 (last visited Sept. 29, 2017).

2 FCC Open Data, CSRIC Best Practices, https://opendata.fcc.gov/Public-Safety/CSRIC-Best-Practices/gb45-
rw2t/data (last visited Sept. 29, 2017).

3 NORS is a web-based filing system through which communications providers are required to electronically report
information about significant disruptions or outages to their communications systems affecting a certain number of
customers over a specified amount of time set forth in Part 4 of the FCC’s rules (47 C.F.R. pt. 4).

* The Bureau reviewed all the CSRIC best practices identified by all services providers in their outage reports from
last five years except those filed by nationwide communications providers.
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Public Safety and Homeland Security Bureau, (202) 418-2336, Jennifer.Holtz@fcc.gov or Steven
McKinnon, Electronics Engineer, Cybersecurity and Communications Reliability Division, Public Safety
and Homeland Security Bureau, (202) 418-0390, Steven.McKinnon@fcc.gov

-FCC -

7632



*90110€4d 158q YIea 0] 8|edl|dde S}I0MIau SUOITeIIUNWIWOD JO SadA) Juens|ay ,
(1102 ‘62 "1d8S palISIA 1se|) F#XdSe [eIoIn 1/58010e1d15aq/10"SITe MAMWW//: 01y Je Jewlo BullsquinN saondeld 1sag 89S ¢

ssa1a11 MM“_MH_MS ‘(uondnuiaul 831AI8S B 3sNeD

559 .9@ ’ w..___Lm.Em 01 BWI} SWeS 8y} Je INJJ0 0} PAdU SI0.IB 1O Sain|Ie) SNOBUBINWIS 310W J0 0M] ‘UBISBP SIY1 YIIM) XI0MIBU B JO Suolresado ay) 0] [eond | 950-6-6
Bran _w_gmn“ pawaap swuawala yiomiau Bunuil syred ui (40dS) ainjiey o spuiod ajbuls aziwiuiw pInoys SIapIA0Id 82IAI8S pue sioresadQ YJomsN
"pasiwoldwod usaq 10U Sey asempaey Jo uonelualio pue A1ibajul [eaisAyd ayl ainsua 01 (oa1m oine ‘axenbyiies ‘Jaylesm

SS9[alIM A . . 9.v0-6-6
B9) 1uana Jolew e Jaye sypne als [earsAyd Bunonpuod Japisuod pjnoys siebeueln Alladoid pue ‘A1ajes d1jgnd ‘sioresadQ yiomieN

SSajaIIM "9]qISea) aJayM ‘salls |99 1e sioretauah Jamod paxiy Buroeld Japisuod pinoys siabeuely Aladold pue siojeladQ MI0MIBN | £670-2-6

‘eje m_w_,_uw_% uiod Buismsue dvSd sleus)fe Ue 0) panol ale sjed T-1-6 (dv'Sd) Julod Butiamsuy A1ajes d1jand e Bundayse 1oedwi Jeisesip 6
ean .m_pwm 10 A11IA1198UU09 150] 4O 9SED 8y} Ul Jeyl os uejd Buinos e ysijgeiss pinoys A1ajes a1jgnd pue SIspInoig 821A8S ‘sioresadQ YJomsN 8950676
ssolal 'saluedwiod Jamod [eao] .

121 UMM UOIBWLIOJUI [J0IS3J 0} SS90 pue UoITewWIoUI 10e1u0d Bulbuelre-aid Japisuod pinoys siabeuely Auiadoid pue sioresadQ YJomisN 56v0-L-6
ENTTENTYN "Jamod

.mmm_m_m\% .mW_F_h_Mﬂm Arewnd o Anjigel|as pue peo| pajoadxa sy} ‘a)S syl JO ANBIIIID ‘SIUIRISUOD D131930S B1IS Y} YIIM JUBISISUOD ‘suolredo] Juswdinbs | z6v0-/-6
Eran _m_gwo_ 9]0WaJ pue Sals |99 1e (S]]29 |any ‘Jojesauab ‘sauaneq JO uoneuIquwod awos 6:3) Jamod dn-xoeq apiaoid pinoys sioletadQ 3iomieN

559 .m.u\,,m> ' m..___aEm A21 1o spuim ybiry Burinp 821AI8s 40 $SO| B 33npoud PINoJ ey} SpJezey Yl 19114U0d Ul Jou ale saull Jamod [eliae 1eyl AJLIaA pinoys | #€90-.-6
Bran _m_%m“ ‘U0IIR0] BY} Ul S)UBUS) JBY10 pue Auedwo) Jamod ay1 yum Jaylabol siabeuely Aladoid pue SIspInoig 821AI8S ‘sioresadQ YJomsN
BUIIBNM *Alessaoau

.wmw_m.mu\% .wwp___wﬂ_m 1YBISIBAO JO [9A8] BUI JUSLINJOP PINOYS YdIYyMm ‘(S8inpadoid 40 poulsiN) dOIN 81gedtjdde 1usaiind syl MOJ 04 SBIM|19.) YI0MIBU [eINID | 96TS-6-6
Eran _w_%n“ ul Bujiom jpuuosiad saijddng yuswdinb3 pue $1019€3U09 Jeyl 3INSUS PINOYS SIBPIAOIH 921IAIBS pue A1ajes a1jignd ‘sioreladO YI0MIaN

JsquinN

2(s)adA L M10mieN uondiiasag 2o110e1d

1589

(LT02-€T02) S19pIN0Id [eANY puk |[ewsS 03 3|edl|ddy saonoeld 1seg

X1AN3ddV

7633



BUI[RIIMN ‘SSB[aIIM

‘paubisap se ylom suejd Aousbunuod

‘ere@/iaulaiu] ul papnjoul (sAay Asng axeN dWSd ‘senos-al d1ewolne “ha) sjuauodwod [eaniid 1eyl AJLIsA pue 1s8) Ajjeaipouad pue Apuiol | //60-6-6
918D pinoys suoielsdo (dwSd) uiod Bunismsuy A1ayes a1jgnd 104 a|qisuodsal A1ajes 1jgnd pue SIspIA0Id 921AISS ‘s101eIadQ YI0MIBN
'swiajgoad Burpuey-jea xajdwod Jo
aulBIIM . .
ereQBUIA| sIsAJeue pus-01-pus apiro.d 01 81e1ad002 01 paau ||IM A3l ‘PIAJOAUI aJe SIOpUSA pue siapiAcid Bunosuuodssiul sjdnnw USYAA "SIUBAS 16066
' ‘o10L alnjie yiomiau Burinp dredas Aulond apiaoid pue ad1AI8S T-T-6 8401581 APjoInb 01 ‘a|qe|ieAe a1aym ‘sj013U09 Juawabeuew 3Jomisu
2I0ED Buisn syusuodwod ylomiau T-T-6 8yl abeuew pue Joliuow AjaAnde pinoys Alajes d1jgnd pue ‘siaplnold 89IAI8S ‘sioleladQ MIomisN
SUIIRIIM
{SS[aIINN ‘all|[81es ) . .
QAU SaNSSI YJ10MIaU 0] asuodsal Xa1nb ajqeus 0] 3Jomiau J1ay) Joyuow pinoys A18Jes a1jgnd pue ‘SIspIA0Id 391AI8S ‘sloresadO YIOMIBN | TOV0-6-6
‘a10eD
ssoloi BUIIo18 Touuosiad
559l .9@ ' m&&:m suoneltado Joy (Buluresn pue ‘sainpadoid asuodsas ‘uoiiesado waisAs wuele ‘sainpadsoid aoueusiurew “Ba) swalsAs Jamod Jo uonelado | 0590-2-6
ERan _w_%o_ a1 0} pare|al SanIARde uewny uo siseydwsa Buous soejd pinoys siabeuel Aladold pue SIapinoid 891IAI8S ‘S101eladQ YJoMIsN
SUIRIIM
'SSOIAIINN ‘aM||81eS "(H40ds) ainjiey jo swiod ajbuis Buipioae (3inpuod Jaquy Jo Jaddod *63) sanijioey [ea11Ld Je sjulod .
‘ele@naulalu| Anua a)qed ajdinw apinoid pinoys ‘ajgises) uaym ‘sisbeuely Auadoid pue A1ajes 21jgnd ‘SiapIAoid 89IAISS ‘sio1eladQ MIomisN €11566
319eD
ssa1a11 .mmc“_mm_ms "swialsAs uoissaiddns
S50l _m.\w> ’ w._L_EHEm allJ pue ‘suun DWAH ‘(sauaneq Buipnjour) ueld DA ‘SdN ‘sioresaual samod Aousbiawia Buipnjoul swlsAs 1oddns a11s dJomiau | 8Z0T-6-6
-eredn .w_gmnw Joj swelboud aoueusiurew aAneuaAald ul abebus pjnoys siabeuey Aladold pue A1ayes a1jqnd ‘SIapIA0Id 821AI8S ‘sioreladO YI0MISN
. .m:__e_\s *(s1199 18Ny ‘sioyesauab ‘salieneq “B9) SwalsAs
‘SSalalI/\ ‘al||e1es . . ‘
CeTRCAULIBI Jamod dnxoeq Aq pawuioddns ase ‘1 Bunoajold seaueljdde pue saoinep ‘quswdinba A11indas ayy Buipnjoul ‘sanjioe) ainannselul | 8G0G-2-6
Eran _w_gwn“ [e2111I2 [[e Teyl ainsua pinoys stebeueiy Auadold pue siaijddns juswdinb3 ‘siapinoid 921A18S ‘SiojeiadQ 3JoMmsN 11amod dn-yoeqg
SuI[aJIM
{SSB[BIINN ‘all|[81es "801AJ3S 0JUl pade|d SI 31 810480 YJ0MIBU 8yl Ul pajeisul Juswdinba [eand mau |Je uo N
‘ele@/1aulalu] | SS3IJB BOUBUSIUIELU JUSWIB|S XI0M]U S10Wal PUR SWJBR 3)0LUaJ PUe [2I0] Yloq AJLIaA PINoYsS SIBPINOId 82IAISS pue sioresadQ YJomisN ¢190-66
o))
SUIRIIAN ‘SSOIRIIAN "(J0aJay) uonreuIquiod Aue o ‘salbojodoy Bul Jaquy Buifeay-41es ‘sedIAISS WAISAS 199UU0I-SS0.ID [eubIp
‘ele@/iaulalu] | asanlp ‘Bunnos Agpueis paxoAaul Ajfeanrewoine ‘sainod Anjioe) asianlp Ajjeaiydelboab 6a) sannjioe) Lodsuen) 9214J0181Ul 3SISAIP JIBAO | 9950-6-6
‘a10eD SyI0MIBU paseq dI 10 INAL T-T-6 Bulurejurew pue Buioeld Japisuod pinoys A1ayes a1jgnd pue SIapIAcid 89IAJSS ‘siojeladQ JoMmisN
MaquinN
2(S)adA L M10mieN uondiiasag ao110e1d

159g

7634



AUIRIIMN "(sO7L ‘SluswWWod awi Alsaliag
‘SSO[AINN ‘all|91eS “*f°3) SUOIIIPUOI puUB SWIA] JB3Jd YIIM 8dUBRAPE Ul S19B11U02 Adusbunuod Japisuo) (uondnisip auljadid ‘exenbyuies ‘auearuny “6:9) 102566
‘ere@eulau| eale o1ydelB60ab e ul suondnisip Jofew Jo JUBAS 8y} Ul SUOIIR|[BISUI [8I1111D J0) S|qR|IeAR a1e Jamod JO S301n0s areulsyje pue saljddns
‘210D 19N} Jeyl ainsus 0} suonnedaud areridoidde axel pinoys sisbeuey Aladoid pue Alages 211gnd ‘SiapIA0id 89IAIBS ‘sioresadQ 3IoMmisN
ETEIYN ‘gjelidoidde usym ‘a3Isuo paleao] ag pjnoys sioyelauab samod dnxoeq/Aoushiswa
‘SSO[AINN ‘all||91eS 3yl ‘(wsLioula) ‘sIno Maejg/umolq Jamod ‘saiy ‘spoojy ‘saxenbyiies Ha) $82U81IN220 apeWIURW pue [eineu Buipnjoul 07566
‘ele@/iaulau] ‘sainjiey Jamod [e19JaWwwWo9 O sawn BuLINp $821AIS8S SUOIIRIIUNLIWIOD [eI111ID ulelurew o} (S]129 |any ‘siojesauab ‘sauaneq 6:9)
‘a|qeD Jamod dnxoeqg/Aousbiawe Jo Aljige]ieAe ainsus pinoys siabeueln Aliadold pue A1ajes a1jgnd ‘siojesadQ YJ0MIBN ‘SISPIAOIG S2IAISS
ssalall .mm_““_mhu_ms "((3SSN) wan3 A1ndas [eioads Jeuonep 6-a) sjuana pauue|d Joy uoreluawlbne ad1Ales 10 asn Aouabiawa
559 .9@ ’ w.F_h_BEm 10} "33 ‘syun DWAH ‘sloresauah Jamod ‘Juswidinba anemoloiw ‘sjeulwa) aijales ajqerodsuel) (SAMOS) SI98UM U0 YoIMS ‘siareadal | €€0T-6-6
Eran _w_gmnh Jegn|a9 ‘(SMOD) SIBaYM UO 13D Se yans s1asse ajiqow Aouabiswa Jo JuawAojdap 1oy ABajesis e dojanap pjnoys siojesadQ dJomiaN
SuI[aJIM
{SSB[BIINN ‘all|[81eS "S1I04J9 UOIRIO0]ISAI O] [e21114D 8q Aew Jey) spJ0dal [elA 198104d 01 wesboud 2Z0T-6:6
‘ele@naulal| SpJo2al [elA e Jo Juawdolanap ayl Japisuod pjnoys siaijddns wawdinbg pue ‘A1ages 21jgnd ‘siapinoid 891AISS ‘sio1eladQ IoMmisN
‘310D
SUIIRIIM
{SS3[AIINN ‘all|[91eS "Sjusuodwiod asempaey [elIA 0} SS3098 PaIndas alowal SIaPIACId 981066
‘ele@/iaulaiu] 901A8S Aued paiyy Jo sia1jddns juswdinb3 Buimoy|e Japisuod pinoys A1ajes d11gqnd pue ‘SIspIAoid 821AIS ‘s101edadO YI0MIBN
BIgeD
m:__mw_@\u,w .mmwhwww% ‘uons|dwod Jadoid ainsus 01 (S)dSd paidayle syl 01 s|ed 1sal ajdinnw 1sanbal/axew ‘pajosge si uona|duwod .
EIRan _w_gmnw [[ed T-T-6 aJaym abeino ue Jo ased ay} Ul 321AISS JO UoIeI0Isal uodn ‘pinoys A1ajes a1jgnd pue SJapInoIg 321AI8S ‘sioresadQ YJomsN 85.0-66
MaquinN
2(S)adA L M10mieN uondiiasag ao110e1d

159g

7635



